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1
Decision/action requested

SA3 is kindly requested to approve the proposal pCR as in section 4 into TS 33.501 v0.7.0.
2
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3
Rationale

This contribution propose a solution that allows UP security keys separation when the UE UP traffic is anchored at multiple UP resources where these resources are located in different security domains. This solution does not require the UE to know where its UP traffic is anchored.
Using a Number (UPKM) controlled by gNB-CU-CP 
Since the gNB-CU-CP is in control of all the gNB-CU-UP entities and aware of which UE’s PDU session is anchored at which gNB-CU-UP resource, then the gNB-CU-CP could track a number that maps to the UE and all of the UE traffic that is anchored at each gNB-CU-UP resource. 
The gNB-CU-CP use the specific number in addition to KgNB and other parameters to derive the Kupint and Kupenc and then deliver these keys to the gNB-CU-UP resource. The UE does the same thing as gNB-CU-CP.
Since all changes new, no change bar was used.

4
Detailed proposal
*************** Start of Change 1 ****************
6.2.x
Derivation of UP keys for DRBs at gNB-CU-UP
When the gNB architecture supports gNB-CU-CP and gNB-CU-UP split and the same gNB-CU-CP controls multiuple gNB-CU-UP, the gNB-CU-CP shall associate a User Plane Keying Material number (UPKM) with all UE DRBs that are anchored at the same gNB-CU-UP resource. Each UPKM number shall be associated with the UE AS security context.

6.2.x.1

UPKM Number Assignment
When the gNB-CU-CP configures a UE DRB, the gNB-CU-CP shall allocate a UPKM number to be associated with this DRB and all of the UE DRBs that are anchored at the same gNB-CU-UP resource.

The gNB-CU-CP shall use the UPKM number as a fresh input to the Kupint and Kupenc derivation for all the UE DRBs that are anchored at the same gNB-CU-UP.
The gNB-CU-CP shall communicate the UPKM number to the UE during the DRB configuration using the RRCConnectionReconfiguration message. The gNB-CU-CP assigns the same UPKM number to all of the UE DRBs which are anchored at the same gNB-CU-UP resource.

NOTE:  The UPKM number is secure against any MiTM attack as it is communicated to the UE in RRCConnectionReconfiguration message which is integrity protected and protected against replay.

The UE shall use the UPKM number as a fresh input to the Kupint and Kupenc derivation for all DRBs that are assigned the same UPKM number. The UE assumes that the gNB-CU-CP always provide a fresh UPKM number. The UE may maintain the UPKM number in order to avoid deriving the same key when other DRBs which assigned the same UPKM number value are configured.

The gNB-CU-CP maintains a UPKM number per-UE per-gNB-CU-UP resource during the duration of the current AS security context between the UE and the gNB-CU-CP. 
If the gNB architecture does not support gNB-CU-CP and gNB-CU-UP split or the gNB-CU-CP controls a single gNB-CU-UP resource, the gNB-CU-CP shall set the UPKM number to ‘0’ for all the UE DRBs. Alternatively, the gNB-CU-CP does not send the UPKM number during all of the UE DRBs configurations.

6.2.x.2 
UP Security keys derivation

The UE and gNB-CU-CP shall derive the UP security keys, i.e., Kupint and Kupenc, for the gNB-CU-UP resource as defined in Annex [TBD] of the present specification. Figure 6.2.x.2-1 shows the addition that should be incorporated in the key kierarchy in clauses 6.2.1 and 6.2.2. 
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Figure 6.4.x.2-1 Addition to UP key Hierarchy for DRBs anchored at multiple gNB-CU-UP Resources
*************** End of Change 1 ****************
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